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NISG 2026

The NIS-2 Directive was implemented in Austria by the Network
and Information Systems Security Act 2026 (“NISG 2026”), as
promulgated in the Federal Law Gazette (BGBL. I No. 94/2025)
on 23 December 2025.

The NISG 2026 markedly reinforces supervision, significantly increases
the level of required cybersecurity measures, and defines clear
reporting and proof-of-compliance obligations.

Institutional framework

The NISG 2026 establishes the Federal Office for Cybersecurity as a
monocratic authority under the Ministry of the Interior (BMI), designated as
the "Cybersecurity Authority" (Bundesamt fiir Cybersicherheit). The
computer security incident response teams ("CSIRTs") will continue to
serve as key pillars in the operational defence against cybersecurity
incidents.

Classification

Essential entities

Size-independent: including qualified trust
service providers, TLD name registries, DNS
service providers

Size-dependent: entities of the type stated in
Appendix 1 that operate a large enterprise

Size-dependent: entities that operate a
medium-sized enterprise and are providers of
public electronic communications networks or
providers of publicly accessible electronic
communications services

The Cybersecurity Authority may also designate entities listed in Annexes 1 or 2 that do not
qualify as essential or important based on their size as "essential entities" or "important entities",

Important entities

Size-independent: including providers of
public electronic communications networks or
publicly available communications services
(unless already classified as essential)

Size-independent: state administration
entities

Size-dependent: entities of the type stated
in Appendices 1 and 2 that operate a large or
medium-sized enterprise (unless already
classified as essential)

respectively, if certain conditions specified in more detail in the NISG 2026 are met.
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Governance

According to the NISG 2026, executive bodies bear personal responsibility for risk
management and must actively supervise its implementation. This includes mandatory
cybersecurity training for themselves as well as regular training for employees. Only natural
persons at the management or executive board level are considered to be executive bodies;
authorised signatories or functions such as the CISO are generally not included in this definition.

Notification
(exception: trust service providers, which are subject to special rules)

Early warning: Interim reports (on
without undue delay, request): Updates during
at the latest within ongoing incident
24 hours management
o O O e
Full notification: Final or progress report:
without undue delay, within one month
at the latest within
72 hours

Supervision and measures

Essential entities are subject to ex ante supervision, whereas important entities are
primarily subject to ad hoc ex post supervision. The range of supervisory measures extends
from disclosure and submission obligations to ad-hoc audits and security scans, and may
include the appointment of a supervisory officer. In severe cases, business licences may be
revoked and the exercise of managerial functions may be temporarily prohibited.

Essential and important entities must provide evidence of the
technical, operational and organisational implementation of risk
management measures within two years of a request from the
Cybersecurity Authority; operational and organisational measures
may also be demonstrated through valid certifications, such as
ISO/IEC 27001. For essential entities, the deadline for submitting
evidence of operational and organisational measures is reduced to

QI

two months.

Penalties

I
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o Essential entities: up to EUR 10 million or 2% of global
turnover from the previous year
o Important entities: up to EUR 7 million or 1.4% of global
turnover from the previous year
o Public authorities: no system involving fines - alternative
sanctioning regime ("naming and shaming" solution)
o No double penalty for simultaneous violation of the GDPR O



Schedule for the NISG 2026

23.12.2025

01.10.2026

(nine months
later)

By 01 January
2027
(within three
months of coming
into force)

By 01 October
2027
(12 months after
mandatory
registration comes
into effect)

Not before 1
October 2028

(after two years
have elapsed since
entry into force)

Promulgation

Entry into force

Registration

Self-declaration

First request for
evidence

Obligations Registration Transmission of Guarantee that
apply to their with the information evidence can be
full extent cybersecurity regarding the provided at any
authority risk time
management
measures

implemented

Practical consequences for businesses and public authorities

Evaluation of classification

Based on the size of the

company and type of activity -

entity "essential" or
"important”

Prepare for registration
in good time
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Gap analysis of risk
management measures

Focus areas including
information security, supply
chain security, incident
handling, identity and access
management with multi-
factor authentication,
emergency and recovery
plans as well as training

Particular focus on the
quality of the risk analysis
and documentation of
effectiveness controls
(self-declaration and audit
report)

Strengthening of the
notification framework

Processes, tools and
responsibilities must ensure
that early warnings can be
issued within 24 hours and
full notifications within 72
hours

Public administration should
review internal precautionary
measures in light of its
function as a role model
(high level of cybersecurity)
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