schonherr

SCHOENHERR
DATA PRIVACY STATEMENT
FOR CZECH REPUBLIC

www.schoenherr.eu

September 2020

Schénherr Rechtsanwélte GmbH
organizacni slozka

Jindrisska 937/16

CZ-110 00 Prague 1

A 78430 (Municipal Court in Prague)
Reg. No: 06518974

T: (+420) 225 996 500

E: office.czechrepublic@schoenherr.eu



-2 -

Schoenherr Data Privacy Statement for the Czech Republic

Preamble

As a law firm, Schonherr Rechtsanwalte GmbH, organizacni slozka (hereinafter:
"Schoenherr", "we" or "us") gives highest priority to the protection of your per-
sonal data. Due to our professional duty of confidentiality, we are committed to the
utmost secrecy in all of our dealings. When using your personal data, we therefore
naturally observe all data protection regulations, in particular all provisions of the
EU General Data Protection Regulation! (hereinafter: "GDPR") and all other appli-
cable national and European regulations. In this statement we set out which of your
personal data will be processed by us, disclose the purposes for which data is pro-
cessed and the legal basis upon which your personal data is processed and how you
can exercise your rights under the GDPR.

Personal data and data processing purposes

We process your personal data only if and to the extent as you have given your
consent or it is necessary to fulfill contractual obligations , to fulfill legal obligations
or to protect the legitimate interests of Schoenherr.? In any case, processing of your
personal data will always and only take place in compliance with all applicable na-
tional and European regulations.

If you have not provided us with your personal data yourself, we either received
such data from our clients, business partners, service providers or cooperation part-
ners for which you act as representative or employee, as the case may be, or via
which you are being invited to our events, or we collected the data from publicly
available sources, including, without limitation, company websites, participant lists
of events or industry register. The latter always takes place in compliance with all
applicable national and European regulations.

In particular, we process your personal data for the following purposes:

(i) In reliance on our engagement or preparation of our engagement i.e.
based on the contractual relationship between us and in order to perform
legal and contractually agreed services or obligations related to our business
relationship.

(i) In order to comply with national and European regulations and legisla-
tion (e.g. storage of data in compliance with statutory retention periods

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data
and repealing Directive 95/46/EC (General Data Protection Regulation).

Legal bases for the processing of your personal data are art 6 para 1 lit a, b, c and f GDPR.
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pursuant to the Resolution of the Board of Directors of the Czech Bar Asso-
ciation No. 9/1999 of the Official Journal of the Bar,? the Czech Act on Ac-
counting,* the Czech Tax Code® etc). In particular, it might be necessary
before acceptance of specific mandates, to process your personal data based
on our legal obligations regarding the prevention of money-laundering and
countering terrorism financing.® In this context, we are obliged to keep (cop-
ies of) the documentary evidence provided to us for identification purposes
for a minimum of five years (and a maximum of ten years) upon termination
of the mandate.

(iii) To maintain business relationships and to provide you with current rel-
evant legal or business related information, e.g. via sending you news-
letters in relation to the most recent legal developments and inviting you to
certain events ("Business Breakfast", "Schoenherr Abend" etc).

(iv) For the purpose of efficient and correct coordination, organization and
management of business and related internal administrative purposes
of the Schoenherr Group (e.g. for accounting purposes).

(v) For communication purposes and optimization of our contact manage-
ment system (Client Relationship Management "CRM").

(vi) To ensure IT security and IT operations at Schoenherr.

(vii() For engaging service providers (e.g. external IT service providers) who
support our business processes.

Furthermore, we process your personal data in reliance on other legal basis in ac-
cordance with the GDPR and in compliance with data protection, civil law and any
other applicable provisions.

We collect only personal data, which is necessary in order to carry out and execute
our legal services, or data which you have provided to us on a voluntary basis.
Please note that under certain circumstances, we might abstain from accepting an
engagement if you fail to provide or provide incomplete personal data which is nec-
essary to execute and implement our legal services.

Personal data means any information containing details of personal or material cir-
cumstances such as name, address, e-mail address, phone number, date of birth,

See sec 3 of the Resolution of the Board of Directors of the Czech Bar Association No. 9/1999 of the Official
Journal of the Bar which determines certain details of the documentation kept by lawyers in the course of
providing legal services, in the wording of subsequent professional regulations.

See sec 31 of the Czech Act on Accounting.
See sec 148 of the Czech Tax Code.

For example, AML4 (Directive (EU) No 849/2015), AML5 (Directive (EU) No 843/2018) und AML6 (Di-
rective (EU) No 1673/2018).

www.schoenherr.eu
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age, sex, social security number, video recordings, photos, voice recordings of indi-
viduals, and biometric data such as fingerprints. Personal data can also include spe-
cial categories of data such as health data or data relating to criminal proceedings.

Please also note that in general, when processing personal data, we always weigh
our and your legitimate interests” against each other and thus, carry out a balancing
test. Upon request we will provide you with further information in relation to this
balancing test performed by us.

We do not process your data for decision making, which is solely based on auto-
mated processing, including profiling, which produces legal effects for you or affects
you in similar significant ways.

Client-attorney-relationship

Our mandate as a law firm requires us to represent your interests zealously, faith-
fully and conscientiously. Based on our clients' interest we are therefore legally re-
quired to collect any personal data, which is needed for conscientious representation
of our clients, about the latter. Furthermore, we process your personal information
based on the engagement contract, your consent, our legal and/or contractual ob-
ligations® as well as any other purpose covered by data protection laws. We use
your personal data for statistical purposes only when anonymized.

Website and events
Website

You may use our website and access its public content generally without having to
disclose your personal data. We only record information provided by your internet
provider, including but not limited to your IP address and the duration and time of
your visit. This information is saved during the time of your visit and analyzed solely
for statistical purposes under strict protection of anonymity (for details see our
cookie policy: https://www.schoenherr.eu/cookie-policy/).

We also collect your personal data, if you disclose such data voluntarily or explicitly
when you visit our website in connection with using the services offered on the
website (e.g. press releases and newsletter, career portal). We only use this infor-
mation for the specific purpose of the individual service and in compliance with ap-
plicable laws.

The corresponding legal basis for this processing of your personal data is on the one
hand our legitimate interest in ensuring the functionality, security, etc of our website

7

8

Art 6 para 1 lit f GDPR.
Legal bases: art 6 para 1 lit a, b and ¢ GDPR.
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and on the other hand your consent, which you can withdraw at any time with im-
mediate effect.®

4.1.1

4.1.2

Press releases and newsletters

You can subscribe to our press releases or newsletters at
https://www.schoenherr.eu/subscription/.

Our press releases provide the latest updates and information on
Schoenherr deals. Our newsletters allow you to access information on the
current legal developments and update you on our annual Roadmap and
other Schoenherr publications.

This service simply requires you to disclose your e-mail address and make
a decision as to whether you want to receive our press releases or our
newsletters. Please note that some of our Offices located in other countries
have their own local marketing activities, such as sending out local press
releases and newsletters.

The corresponding legal basis for this processing of your personal data is
your consent, which you can withdraw at any time with immediate effect,
or the legitimate interest of the respective Schoenherr Office in maintaining
business relationships as well as in informing existing and potential clients
as far as permitted according to applicable national laws.10

Career portal

You can use our career portal to submit an application for a job opening.
We are happy to receive your application. We require certain information
from you to assess whether we can offer you a suitable position.

We collect only personal data which you have disclosed in your job applica-
tion: academic degree, name, contact details, interests, CV, letter of moti-
vation, reference letters and any other information and documents you
have sent in. Please note that the processing of your personal data may be
carried out by one of our service providers (so-called "processor"; see
section 7 of this Data Privacy Statement) on behalf of Schoenherr.

The corresponding legal basis for this processing of your personal data is
your consent, which you can withdraw at any time with immediate effect.!?
Please note that we may have to suspend the application process, if you do
not, or not sufficiently, provide us with your data required for the use of
the career portal.

9

10

11

Legal bases: art 6 para 1 lit a and f GDPR.
Legal bases: art 6 para 1 lit a and/or lit f GDPR.
Legal basis: art 6 para 1 lit a GDPR.
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Please use the following link to submit your application:
https://www.schoenherr.eu/careers/.

Events

Our events, workshops and lectures (collectively: "events") provide detailed infor-
mation on latest developments in different areas of law and also allow you to net-
work with industry participants and meet the Schoenherr lawyers personally. We
will use only your contact details to send out invitations and, in our legitimate inter-
est, process your name, your company, and your position to optimize contact man-
agement.

We will invite you to our events, if you have signed up for an event. In this case,
your invitation is sent out based on your consent, which you may withdraw at any
time. Staying in touch with our former lawyers and co-workers is a matter of par-
ticular concern to us. We will send you these invitations also in reliance on your
consent, which you can revoke at any time.!? If you are or were a client, it is in our
legitimate interest to invite you to events. You can notify us at any time that you
do not wish to receive any further invitations.!3

Please note that some of our Offices located in other countries have their own local
marketing activities, such as sending out invitations to their own local events. The
corresponding legal basis for this processing of your personal data is either based
on your consent, which you can withdraw at any time with immediate effect, or
based on the legitimate interest of the respective Schoenherr Office, if and to the
extend this is permitted according to applicable national laws. Also in this case you
can notify us at any time that you do not wish to receive any further invitations.#

Video surveillance

The entrance of our building is equipped with a video surveillance system to protect
our offices, in particular information which our clients have entrusted to us. This is
indicated by signs in the video-monitored areas. The latter system will therefore
produce video recordings when you visit our offices. These recordings are stored in
encrypted form for a maximum of fourteen days. We access these video recordings
only if there is a special reason to do so (e.g. a crime takes place directly in the field
of vision of one of our video cameras).

The corresponding legal basis for this processing of your personal data is our legit-
imate interest in ensuring that our property and our clients' data are protected and
to establish sufficient evidence that can be submitted when necessary.!®

12

13

14

15

Legal basis: art 6 para 1 lit a GDPR.
Legal basis: art 6 para 1 lit f GDPR.
Legal bases: art 6 para 1 lit a and f GDPR.
Legal basis: art 6 para 1 lit f GDPR.
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Client Relationship Management ("CRM")
If you have contacted us, we will be in possession of your contact details.

We process your contact details in order to fulfill our contractual and legal obliga-
tions, to contact you or based on our legitimate interest to optimize our contact
management system. You may object at any time to any further processing of your
data for the optimization of our contact management system.!® If you send us a
reasoned notice of objection, we will examine the facts and either cease or adjust
the processing operations or inform you of compelling and legitimate reasons why
it is necessary to continue the data processing.

Data security

We have taken appropriate organizational and technical measures to ensure the
protection of your personal data in particular against unauthorized, unlawful or ac-
cidental access, processing, loss, use and tampering.

In spite of our efforts of ensuring an appropriately high standard of diligence re-
quirements at all times, it cannot be ruled out that information you have provided
via the internet will be accessed or used by other persons.

Please note that we can therefore not assume any liability whatsoever for the dis-
closure of information due to errors in the data transfer and/or unauthorized access
by third parties not caused by us (e.g. hacking of e-mail accounts, telephone, or
interception of fax messages).

Use of data

When concluding a client-attorney relationship or a contractual relationship with us,
you will disclose your (or your relatives', co-workers' or other third parties') personal
data and business or trade secrets. In all these cases, we generally assume that
you are authorized to disclose this data. We use your data and data of third parties
nominated by you, only to the extent this is necessary for the proper establishment
and processing of our mandate or contractual relationship with you.

We will not process data made available for purposes other than those covered by
our engagement, your consent or otherwise by a provision in accordance with GDPR,
except for the use for statistical purposes, provided that data made available was
anonymized.

16

Legal bases: art 6 para 1 lit a, b, c and/or f GDPR.
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Transfer of data to third parties

In general, we transfer your personal data only to third parties, if and to the extent
that there is a valid legal basis for this transfer and if the transfer does not breach
any professional confidentiality obligations. In any event we only transfer your per-
sonal data as far as required for the respective purpose, required by applicable law,
the transfer is based on a legitimate interest or on your consent.

The execution of your mandate may require us to transfer your data to third parties
(e.g. to your opponent, to substitute lawyers, to insurance companies and service
providers we may use and to which we provide data, etc), and to courts or author-
ities. Also, an international issue arising in connection with a mandate may require
us to exchange data within the Schoenherr Offices. Data will be transferred only in
reliance on data protection (and all other applicable national) laws and in particular
to execute your mandate or based on your prior consent.

If necessary, your personal data will be e.g. transferred to the following recipients:
e courts and authorities;
e opponents and their legal representatives;
e other Schoenherr-Offices;
e independent lawyers in cooperation with Schoenherr;
e competent bar associations;
e tax consultants and auditors;
e banks and insurance companies; and
e service providers (e.g. travel agencies, taxi service, hotels).

Some of the above recipients of your personal data are located abroad or outside
the EU/EEA and process your data there. The level of data protection in other coun-
tries may not be exactly equal to the level of protection in the Czech Republic. We
will ensure that the European level of data protection and the European data security
standards are maintained. For this reason, we will transfer your personal data only
to countries which the EU Commission decided have an appropriate level of data
protection, or we will take measures to ensure that all recipients maintain an ap-
propriate level of data protection; for this purpose we will conclude standard con-
tractual clauses (2010/87/EC and/or 2004/915/EC).

Our processors (i.e. service providers) also process your personal data. These pro-
cessors are in particular IT-services providers, providers of other tools and software
solutions as well as of corresponding or related services. Our processors will only
process your personal data on our behalf, in accordance with our instructions and

www.schoenherr.eu
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for the purposes mentioned in this data privacy statement. Some of these proces-
sors are located outside the territory of the EU/EEA. However, whenever we use
processors, we always ensure to maintain the European level of data protection and
the European data security standards.

Furthermore, we would like to inform you that information relating to the specific
circumstances of your case may regularly be sourced from third parties (e.g. search
engines, social networks, your company website) in connection with our legal ser-
vices. Sometimes we may also have to disclose your personal data to courts or
authorities on request. However, in all these cases, we will always ensure that we
comply with legal regulations and protect your data.

Should you have submitted a job application via a career portal, we may also source
data about you from third parties (e.g. search engines, social networks).

Notification of data incidents

We aim to ensure that data incidents are detected at an early stage and immediately
reported to you and/or to the competent supervisory authority. Reporting will in-
clude the respective data categories concerned.

Storage of data

We will store data no longer than it is necessary to fulfil our contractual or legal
obligations and to defend liability claims, if any. If we do no longer require your
personal data, we erase or render them anonymous to ensure that you can no longer
be identified.

Depending on the purpose of the processing, different retention periods apply to
different data categories. Specific retention period for the respective provided data
may be inferred from various legal provisions e.g. sec 3 of the Resolution of the
Board of Directors of the Czech Bar Association No. 9/1999 of the Official Journal of
the Bar, sec 31 of the Czech Act on Accounting and sec 148 of the Czech Tax Code.
Upon request, we are happy to provide you with more specific information on the
respective storage duration of your data/the data provided by you.!’

Cookies

This website uses "cookies" to ensure that our services are user-friendly and more
effective for our clients.

17

For the relevant contact details, please refer to section 14 of this Data Privacy Statement.
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A "cookie" is a tiny text file that is downloaded by our web server on the hard drive
of your computer via your browser and allows our website to recognize you as a
user if a connection is made between our web server and your browser. Cookies
help us to establish the frequency of use and the number of users who visit our
website. The content of the cookies we use is confined to an identification number
and does not allow us to personally identify a user. The main purpose of cookies is
to recognise the user of a website.

We use two types of cookies on our website:

e Session cookies: These are transient cookies stored in temporary memory,
which are automatically erased when you close your browser.

e Permanent cookies: Cookies are stored on your hard drive to enhance user
friendliness and allow us to recognise you when you visit our website again.

You can adjust the settings on your browser (i) to activate functionality which noti-
fies you on the setting of cookies and/or to allow cookies only in a particular case,
(ii) you may disable cookies for certain cases or in general, and (iii) you can also
activate functionality which will automatically delete cookies when you close your
browser. Disabling cookies may result in disabling certain functionality and features
of our website.!®

The corresponding legal basis for this processing of your personal data is your con-
sent, which you have given us by agreeing to the cookie banner on our website. You
can withdraw your consent at any time with immediate effect.!®

Server-log-files

For optimized system performance, user friendliness and the provision of useful in-
formation on our services, the website provider automatically collects and stores so-
called server log files, which your browser automatically transmits to us. This infor-
mation includes your IP address, browser and language settings, operating system,
referrer URL, your internet service provider, and the date/time of your visit. We
need to process these logfiles in order to ensure the functionality, stability and se-
curity of our website. This data is not pooled with sources of personal data. We
reserve the right to examine this data later on if there is solid evidence, which sug-
gests unlawful use. The corresponding legal basis for this processing of your per-
sonal data is our legitimate interest in the functionality, stability and security of our
website.?0

18

19

20

For further information in relation to our cookie policy, please refer to https://www.schoenherr.eu/cookie-
policy/.

Legal basis: art 6 para 1 lit a GDPR.

Legal basis: art 6 para 1 lit f GDPR.
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Your rights in connection with your personal data

As a client or generally as a data subject according to the GDPR, and subject to the
attorney-client privilege, you have the right to information on your personal data
processed by us, on their origin and recipients, the duration of storage, and the pur-
pose of data processing.?!

If we process inaccurate or incomplete personal data, you have the right to recti-
fication or completion of such data.??

You may also request us to erase data, which have been processed unlawfully.
Please note that you may exercise this right only in respect of inaccurate, incomplete
or unlawfully processed data or other cases in which the legal requirements for ex-
ercising this right are met.?3

If it is unclear whether your personal data is inaccurate, incomplete, or unlawfully
processed or if it is otherwise unclear, whether the requirements for erasing your
personal data are met, you may request us to limit the processing of your data
until this issue has been resolved. You may also request to limit the processing of
your data, if your personal data are no longer necessary for the purposes of the
processing, but are required for the establishment, exercise or defense of legal
claims or if you have objected to the processing pending the verification whether
our legitimate grounds override the legitimate grounds stated by you.?*

Please note that these rights complement each other; you can therefore request us
only to either rectify or complete or erase your data. Such a request must contain
sufficient justification why the data should be corrected, deleted or limited, so that
we can assess whether the legal requirements for complying with your request are
met. In the event of a correction, the request must also state in which way the data
should be corrected and how the data should be read correctly.

If the procession of your personal data is based on your consent, you have the
right to withdraw your consent at any time. You have been informed that the
withdrawal of your consent does not affect the lawfulness of processing your data
based on your consent before its withdrawal.?> As indicated, you have the right to
object to the processing of your personal data if the processing is based on the
legal basis of our legitimate interest or your consent. If you exercise your right to
object, we ask you to give the reasons for doing so0.2¢

21
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24

25

26

Art 15 GDPR.
Art 16 GDPR.
Art 17 GDPR.
Art 18 GDPR.
Art 7 GDPR.

Art 21 GDPR.

www.schoenherr.eu



-12 -

Schoenherr Data Privacy Statement for the Czech Republic

In certain cases, you also have the right to receive your personal data processed by
us in @ machine-readable format of our choice, or to instruct us to transmit such data
directly to a third party of your choice; in this context, data portability must not be
precluded by unreasonable efforts or legal or other obligations or requirements of
confidentiality (right to data portability).?’

We ask you to address all inquiries in connection with the processing of your per-
sonal data to our Data Protection Officer, along with an electronic copy of an identity
document to verify your identity. Our contact details can be found in section 14 of
this Data Privacy Statement.

We ask that you notify us of any change in your personal data.

Despite our best efforts to guarantee the protection and integrity of your data, we
cannot fully rule out that disagreements will arise on the nature of the use of your
data. If you consider that we are unlawfully using your data, you may lodge a com-
plaint with the Czech Data Protection Authority. However, we hope that you will
contact us first and we can address and dispel any doubts you may have.

13 Miscellaneous
We reserve the right to update this data privacy statement from time to time to
reflect legal and/or technical changes and/or requirements or any changes to our
business (activity).
We will take reasonable efforts to inform you of such updates immediately. The date
of the most recent update may be seen on the first page of this data privacy state-
ment.
14 Contact details
Controller of all your personal data is:
Schoénherr Rechtsanwalte GmbH
organizacni slozka
Jindrisska 937/16
CZ-110 00 Prague 1
A 78430 (Municipal Court in Prague)
Reg. No: 6518974
Please address any queries or your notice of withdrawal to dataprotectionCZ@scho-
enherr.eu.
27 Art 20 GDPR.
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